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1.Which of these is an OATH-based standard to generate one-time password tokens? 

A. SCEP 

B. EAP-TLS 

C. TOTP 

D. HOTP 

Answer: C 

 

2.Which two types of digital certificates can you create in FortiAuthenticator? (Choose two.) 

A. 3rd-party root certificate 

B. Local services certificate 

C. User certificate 

D. CRL 

Answer: B,C 

 

3.You are a FortiAuthenticator administrator for a large organization, and suddenly all of the FortiToken 

200 users in the organization are unable to authenticate using their tokens. What is the most probable 

reason? 

A. The FortiAuthenticator system time is not synchronized using NTP and has drifted. 

B. The X.509 certificates on the tokens, or the root CA certificate that signed the certificates, have been 

revoked. 

C. The clocks on all the tokens have drifted and require re-synchronizing. 

D. The tokens have all been locked. 

Answer: A,C 

 

4.Which is not a supported captive portal authentication method? 

A. SMS self-registration 

B. Facebook authentication 

C. Apple ID authentication 

D. MAC address authentication 

Answer: D 

 

5.Which CLI command on FortiAuthenticator is not used for troubleshooting network connectivity issues? 

A. ping 

B. tcpdump 

C. traceroute 

D. NTRADPing 

Answer: D 

 


