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1.Which of the following functions MUST your Information Security Governance program include for
formal organizational reporting?

A. Audit and Legal

B. Budget and Compliance

C. Human Resources and Budget

D. Legal and Human Resources

Answer: A

2.What is the first thing that needs to be completed in order to create a security program for your
organization?

A. Risk assessment

B. Security program budget

C. Business continuity plan

D. Compliance and regulatory analysis

Answer: A

3.Payment Card Industry (PCIl) compliance requirements are based on what criteria?
A. The types of cardholder data retained

B. The duration card holder data is retained

C. The size of the organization processing credit card data

D. The number of transactions performed per year by an organization

Answer: D

4.An organization is looking for a framework to measure the efficiency and effectiveness of their
Information Security Management System.

Which of the following international standards can BEST assist this organization?

A. International Organization for Standardizations — 27004 (1ISO-27004)

B. Payment Card Industry Data Security Standards (PCI-DSS)

C. Control Objectives for Information Technology (COBIT)

D. International Organization for Standardizations — 27005 (1SO-27005)

Answer: A

5.You have purchased a new insurance policy as part of your risk strategy.
Which of the following risk strategy options have you engaged in?

A. Risk Avoidance

B. Risk Acceptance

C. Risk Transfer

D. Risk Mitigation

Answer: C

2/2



