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1.Which phase of vulnerability management deals with the actions taken for correcting the discovered
vulnerability?

A. Mitigation

B. Assessment

C. Remediation

D. Verification

Answer: C

2.How is application whitelisting different from application blacklisting?

A. It allows all applications other than the undesirable applications

B. It allows execution of trusted applications in a unified environment

C. It allows execution of untrusted applications in an isolated environment
D. It rejects all applications other than the allowed applications

Answer: D

3.John, the network administrator and he wants to enable the NetFlow feature in Cisco routers to collect
and monitor the IP network traffic passing through the router.

Which command will John use to enable NetFlow on an interface?

A. Router(Config-if) # IP route - cache flow

B. Router# Netmon enable

C. Router IP route

D. Router# netflow enable

Answer: A

4.Sean has built a site-to-site VPN architecture between the head office and the branch office of his
company. When users in the branch office and head office try to communicate with each other, the traffic
is encapsulated. As the traffic passes though the gateway, it is encapsulated again. The header and
payload both are encapsulated. This second encapsulation occurs only in the

implementation of a VPN.
A. Full Mesh Mode
B. Point-to-Point Mode
C. Transport Mode
D. Tunnel Mode
Answer: D

5.Sophie has been working as a Windows network administrator at an MNC over the past 7 years. She
wants to check whether SMB1 is enabled or disabled.

Which of the following command allows Sophie to do so?

A. Get-WindowsOptionalFeatures -Online -FeatureNames SMB1Protocol

B. Get-WindowsOptionalFeature -Online -FeatureName SMB1Protocol

C. Get-WindowsOptionalFeature -Online -FeatureNames SMB1Protocol

D. Get-WindowsOptionalFeatures -Online -FeatureName SMB1Protocol

Answer: B
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